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Introduction

Introduction

The Defense Contract Audit Agency (DCAA) perfaoontract audits for the Department of Defense
(DoD) andother governmentagencies Contractors working orthe contractsor projectsfor these
government agencigaustcomply withthe DCAA guidelines

BillQuickoffersDCAA-complianttime trackingcapabilities, as well as project management, expense
tracking andillingcapabilités. Numerous reports suppoB2CAA complianceeffective project
management and strong firm managem#vith BillQuick and its addn moduleslabor costs can be
captured for employees as well as independent contractors (e.g., consultants) working @ta proj

The goal of thiDCAA Compliance Setup Guide is tofamiliarize you witlBillQuickd s f eat ur es anc
processes thatelp you meet DCAA requirementk also helps you set WillQuickin compliance with
the DCAA guidelineand more

Q After reviewing he DCAA Complianceé&setupGuide we recommend that
you use theBillQuick Getting Started Guide install and implement BillQuick
For details about BillQuick, please refeBilQuickHelp, the BillQuick User
Guide andthe BillQuick Report BookBased oryour preferred learning style
and available timgpou canusethe BillQuickHelp andother documentdor self-
learningor choose guided learning (custom trainingatoelerate the process
Check outvww.bge.com/Servié@smore
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DCAA Requirements

DCAA Requirements

A prime concerrof the DCAAIs the Labor Charging Systemtimekeeping proceduresdopted by
contractors Detailedlabor and cost trackinig required because, like other cost items, labor is not
supported byexternaldocumentatioror physcal evidencée.g.,invoice, purchase order, rece)pt

The key link inan effectivedime charging system is the individesiployeelt is critical that
managementeducatesemployees on their independent responsibility for accurately recording time
charges. This is requiredy the DCAAto guard against fraud and waste in the labor chagyisigm

Thetablebelow summarizes DCAA requirements and how BillQuick addretssas. The requirements
are based on the DCAA publicatidnformation for Contractors

9% For more hformation abouthe DCAArelated publications, please check
http://www.dcaa.mil

Area DCAA Requirements BillQuick Solution
Employee 1. Make enployees aware of their 1. BillQuick taining programsconsultingand
Awareness responsibilities anttain them inaccurate documentatiorfor managers and employe
Program time card preparation
Separdion of |1. Supervisors responsible for project 1. Setsecurity profils for employees to
Responsibilities budgetsandcontractscannotinitiate segregateesponsibilities
employee time ch@es 2. BillQuickdoes not have buiin payroll
2. Separat responsibilities for laberelated capalilities.It integrates and exchanges da
activities and payroll accountingersons with payroll and accounting systensternal
independent of timekeepingustprepare procedures enhance this natural separatic
payrolls
Time Card 1. Provide etailed instructions fatime card|1. Makes availablesthiled reference
Preparation preparation through a timekeeping information, tutorial and instructions (How
manualbr company proedure Do I&)for time and expense entry
2. Record time on a daily basis by the 2. Canrecord and submitrhe entries on a
employeewho performsthe task. daily basisBillQuick Agent monitorsours
3. Use a remote data entry terminal for an and emas# remindersto tardy timekespers
automated timekeeping systerii 3. Usethe browserbasedWeb Suiteweb-
appropriate enabledSmartphoneor BillQuick Outlook
4. Record all timekeepénours whether Add-In for remote time entry
paid or not 4. Trackallhoursworked & billable nor+
5. If sharedgsplitresource time charges billable overtime, extra timeandpersonal
acros multiple projects time.
5. Charge daily time to oner multiple projects

or phases
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DCAA Requirements

Area DCAA Requirements BillQuick Solution

Labor Charge directandindirect labor to 1. By design,ltargehoursto specific tasks,

Distribution appropriate cost objectivegNlocate costy projects, contracts and clientgth direct
to appropriate cost objective(s) allocation otosts toprojects, contract and
Track employee timdy work activity. expenseaypes
Correct distribution of time by projeadr |2. Track employee timéy activity (task)
contractnumber or name, labor hours Capturedtime includedate, project ID and
rates and coslby categoryor other name,activity descriptionhoursworked,
identifiers cost andbill rates cost and bill amoungnd
Provide a list of projectand their billableor nont-billablestatus Support for
descriptiongo employeesfor accurate detailed memos
time tracking 3. Dropdowns with predefined Projecand

Activity IDsanddescriptions Project lists
availablas a report andDFfile. Project &
Employee Controlassigaprojects activities
andexpensedo employees to ensure
accurateandfastertime entry.

Labor Supervisory approval of employBme |1. Requres approval of time sheetsr billing

Authorization & shees. Multi-level approval process Support formulti-leveland automated

Approval Reportableaudit trail of changesnd submissiorapprovalworkflow. Actions
approvals tracked in Log Viewer screen.
Corrections to time sheets by employeg2. Who can add and edit entries is controlled
only, thendocumented, authorized, and by security. Employees record and edihéi
approved by supersor. entries and supervisors approva reject

them. Onceapprovel, entriescannotbe
change.

Rates Define rates for employeemdoverride |1. Support for gandardbill andcostrates for
with specific tastbased ratesCapture employees andaivity codesas well as
change$n anaudit trail speciakates defined in aervicefee

schedule Actionsare captured in logiewer.

Cost Comply withCost Accounting Standardy1. Capturesrequired cost accounting details

Accounting accountingorinciples and contract tracksactionsin anaudit trai] and lets you
termsklauses defire administrative settingst company
Segregatelirect/project costs from projectard individwal leves.
indirect/overheadcosts 2. Segregatesrpject and overheadastsbased
Substantiate costs by retaining records on billableor northbillableexpense types
3 years after final contract billing 3. Stores @ta inacentral and secure databas

Old data can be archived and restored
anytime

Security Monitor overall integrity of timekeeping|1. Securitymonitors overall integrity of

system passverd security audit trail of
logins/logoutsdocumentatiorand
approval of labor transfers, adjustmentg
labor distributionyeviewandcorrection
of labor errors, edits tdime sheet etc.

timekeeping systefh securelogn, role-
basedsecuritypermissions foscreensand
reports, confidentiality of sensitive
information withEmployee Contrglaudit
trail by log vewer, documentation of action
or decisions usingrpject journals messages
and memossubmissiorapprovéa workflow
for time, authorized revievandediting of
time data,andadjustments tdime shees
using negative hours
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Compliance Setup

Compliance Setup

This section shows you how to set BglQuickin compliance witiDCAA requirementsFeatures which
meet DCAA audit equirementsare marked withk®. Additional features that enhance the value of
BillQuick to more than meet these requirements are marked @&xh

Global Settings

In the Global Settings screen (Settings mer),set business rules to match industry steidd
company preferencesnd DCAA requirementsSomesettings control the entry of time and expenses,
their approval, processing and billiipese ¢pbalsettings apply to aBillQuick wsers.

Global Settings |E”E
@ % X
Help Restore Save Close
Grid Appearance HowDol? v
Dropdown Appearance Time an; Expense Settings
7, 1 Allow Negative Time Entry [7] Approve Time Entries Automatically
Teriplates [~] Allow Zero-Hour Time Entry || Approve Expenses Automatically
Reminders Hide Non-Billable Time Entries on Invoice [ Skip Time and Expense Evaluation
& I | Hide Non-Billzble Expense Entries on Invoice
Folders
Miscellaneous [¥] Show Time and Expense Memos on Invoices [] Add Time and Expense Memos to Journal
More /| Evaluate Time and Expense Billable status based on Billzble value
erchel ] Exclude Vacation, Sick, Holiday and Comp Time When Calculating Over Time
Email Settings = s
Compare amount spent against total budget
HH:MM
Smallest time increment for Time Entry(s) (e.g. 0:15 mins = 0.25): Apply to B-Hours Only
Smallest Time Increment for Start and Stop Time: 15 Minutes
V| Adjust Stop Time when B-Hours is changed
Time Entry should not be saved/deleted if date entered falls before 365 Days
—_ Time Entry should not be saved/deleted if date entered falls after 365 Days
Expense Entry should not be saved/deleted if date entered falls before 365 Days
Expense Entry should not be saved/deleted if date entered falls after 365 Days
/——" £ /_\‘ — /\“'~\
—— T s g
Setting/Option Description Where
Implemented
®) Do Not D isplay |Check this option to hide the location of your company database ¢Global Settings
Database Location irfthe status bar of the BillQuick desktop. More
Status Bar
® Automatically log | Check this option to record or log everytan in the Log Viewer, Global Settings
actions to a log file |including who performed it and when. Miscellaneous
@ current/New Set or change the administrator password to access your compar]Global Settings
Password database outside of Bill Qui ¢ k|Miscellaneous
sensitie).
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Compliance Setup

® Location of Log
File

By defaultBillQuick maintains separate audit log files (text files) fo
each month in the same folder as your company datalisise
recommendedhat youkeep the log file on a server

Global Stings
Folders

® Allow Negative

Check this option to allow recording of negative hours for time ent

Global Settings

Time Entry Combined with security permissions, this forces an obvious audit | Time/Expense
for all time entry edits.
® Approve Tine Uncheck this option so that time entries amet approved Global Settings

Entries Automatically

automaticallyBefore they can be billed, entries must be submitted
approved.

Time/Expense

® Smallest time
increment for Time
Entry, Start/Stop timg

Gowernment contracts maglefinea minimum time incremenbr you
may choose to define one fail timekeepersEnter that increment
here (e.g., 15 minutes You can apply the increment to Actual Hour
(A-Hours), Billing Hours (Blours), or both.Check the boxo
increment only the hours billed to a client.

Global Settings
Time/Expense

® Time Entry shoulg
not be saved/deleted
if date entered falls
before/after

Enter the desired number of days in the past/futiarethe date of a
time entry. This applies to neand edited entriesThis setting can
ensure that employees record or edit their time within the days
specified by you, e.g., 7 days before or after the current day.

P The past/future periodhouldbe consistent with youcompany
policy forrecording,subnitting, reviewinggeditingand approving time
entries. A timekeeper cannot edit a rejected entry outside the
past/futureperiod without temporarily disabling this option. We
recommend that you allow farormal delays that may occur to avoi
extraordinary pocedures.

Global Settings
Time/Expense

@ Employee
standard houdper
day/week

If you wish BillQuicko track Overtime or Comp Timeutomatically
enter the standardhumber of hours employees work per day and p
week. This default value carries to eaocdkmnemployeerecord. You
can also enter standard hours in an employee record. These featy
are activated omnemployeeby-employeebasis SeeEmploye Profile

section below

Global Settings
Options
EmployeeDetalil

Security

Security permissions determine who can access company data using BillQuick (epits)ag8dcurity

begins with loginOnce logged in, security settings determine which features, screens and reports a

user can access in BillQuigkd other nodules A BillQuick Supervisar anotherauthorized person
se up security permissions for employees.

We recommend that you first review standard security templates (called Named Security Sefigngs)
modify them for DCAA requirements and company policies each type of usefor time entry, two
standard security templates are included with BillQuick: Time Entry, @ndly Time and Expense Only.
You can open, edit and saadNamed Security Settings templés many asoy wish)with the

following steps:

1. On the Security screen (File men@lect anEmployee other thanhe Supervisor.
2. Under the Tools button, select Named Security Settings.

DCAA Compliance Setup Guide 2010.1
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Compliance Setup

3. Inthe dialog, select Time Entry Only or Time and Expense Only from the droplistw®lick
Load.Redtext (and an unchecked bor)eanssecuritypermission for a module or featuras
not been granted.

4. Changehe security permissions as needed (see below).

5. When done, select Named Security Settings undefTihols button enter a new rame for the
security templatgeclick Save and then close the dial@disdoes notassign the template to the
employeenless you click Save on the main Security)screen

To assign aecurity template t@ user)you can alsoise theProduct Licensing anJser Management
Console Employeescreen or Vendor screen.

» You can also assigrset ofsecurity permissions on the Security screen to
individual users or groups of users.

Please use thimformationbelow to finetune the permissions for a securigmplate, individual user, or
a group of usersSee the BillQuick Help for more.

1. Open the Security screen from the File menu and select an Employee.

= Security
0= X B X
Help Print  Tools Save Close
Employee: Show: Password: ReType: HowDol ~
AM Al == j
Turm On Emplovee Control [one click]
Grante Module Name 7Y Granted Permissions R
Project Screen v 01, Allow Read
Project/Employee Control v 02, Allow Update =
v Purchase Order v 03, Allow Delete
Reminder v 04, Allow Add New
v Retainer History 05, Allow Read, Update, Delete for all Employee data
v Reviewer 06, Disable Sending Time Entries to Excel
Security 07, Allowto Approve Time Entry
Service Fee Schedule 08, Allow Change Billable/Non-Billable
Standard Reports = v 09, Allow Change Feature
v Terms 10, Show Amount Spent During Enfry
v Time Entry Screen v 11, Allow Print
v Timer v 12, Allow Copy & Paste
User Preferences 13, Allow Adjust Date beyond Global Setting restidion

2. @ select a Moduldlameand then beck oruncheck the Permissiomscording to the level of
control required. E.g.,
e Activity Codesllow Read, Update, Delete, Add Newccess to Bill/Cost Rate
e ReportsAllow Read
e Archive/Restore Dafdlow Read, Archive, Restore
e Expense Logllow Update, Add New, Approve Entries, Change Entries, Edit
Billed/Approved Emtes
e Global Settingallow Update, Change Password
e Log VieweAllow Read, Delete
¢ NavigatorsAllow access to Company, Time & Expense, Management navigator
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Compliance Setup

e ProjectAllow Add New, View Accounts, Set Billing Info
e SecurityAllow Update, Change Passwordiri Security On/Off

3. For DCAA complianceturn off (uncheck) théollowing Time Entry permissiorisr timekeepers

® 02.
® 03,
® 05.
® 07.
® 08.
® 09.
@ 10.
® 12.
® 13.
® 14.
@ 15,
® 16.
® 17.
® 19.
® 22.
® 24,
® 25.
® 26.
® 27.

Allow Update

Allow Delete

Allow Read, Update, Delete for all Employee data
Allow to Approve Time Entry

Allow (hange Billable/NoBillable

Allow Change feature

Show Amount Spend During Entry

Allow Copy and Paste

Allow Adjust Date beyond Global Setting restriction
Allow Edit Billed Time Entry

Allow Edit Memo

Show Bill and &t Rates

Allow Edit Approved Time Entry

Allow Read, Update, Delete for all Employee Manager data
Allow Approve My Time Entries

Show WUD (writeup/down)

Show Amount (charge amount =tBours * Bill Rate)
Allow Edit Amoun

Hide Cost Rate (check this box)

Once your security templates aready, assign a licenaad a security template each userYou can do

this in two ways:

1. From theEmployeeor Vendor screen (View nmal), séect the Geneal tab, tieck the BIQuick
User box, select a security template from the Security dropdown, then click Sesiemployee
Profilebelow for more

2. From theProduct Licensing & User Management console (R&nu) first check the BillQuick,
Web Suite or Outlook Addn box to assign a license for the modiYleu can assign a
timekeeper license for different modules if needgdcondglect a security templatior the

user.

DCAA Compliance Setup Guide 2010.1 Page7



Compliance Setup

Product Licensing and User Management Console E@

@=H $ @ @B 2 X

Help = Print | Auto Fit ‘ Employee Group Security = Assign Un-Assign Refresh Close

Licenses  Users HowDolw

View by From To [#] Show Active Only
All Employees and Vendors AM * | 'WB

g Employees\Vendors Security BillQuick Web Suite Agent QOutlook Add-In

» AM Time and Expense Only v v v v
AT&T Custom v
BD Time and Expense Only v
BW Custom v
a Time Entry Only v
JA Custom v v
MINOLTA Default v
MK Custom
RC Manager Level Access
RT Time and Expense Only
SB Custom v
SE Custom
SL Custom
WB Full Access v

User assigned

Finally, you need to assigagswords to userand turn on securityOpen the Security screen and do the
following:

1. @ select an Employee from the dropdowrhe default login and password is their Employee
ID. To enhance secure acceszplace the default (or current password) witimew one. Click
Save after each password change.

é Security E@
@@= X B
Help Print  Tools
Employee: [¥] Security On Show: Password: ReType: HowDol ~
SUPERVISOR All v Change
Grante Module Name - Granted Permissions
v Activity Screen = v 01. Allow Read
7| | AllReports 3 v 02. Allow Update
v Allocate Hours and Units v 03. Allow Delete
v Archive-Restore v 04. Allow Add New
v Assign v 05. Allow Print
v Auto Complete v 06. Activity Group Read
v Billing Functions v 07. Activity Group Update
v Billing Schedule v 08. Allow Group Delete
v Budget Screen v 09. Activity Group Add New
v Chart of Accounts v 10. Allow Group Print
v Client Screen v 11. Access to Bill Rate and Cost Rate
v CompanyInformation v 12. Disable Employee Control
v Credit Memo v

2. Whenready to turn on securityesl e ¢t 6 $ampthee Employealnopilown. The Security
On option displaysCheckit andthen click SavaVhen security is on, all users must log into the
program.
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Compliance Setup

When ready, providemployees with theitser ID and Password.

Company Profile

Youdefineyour company profile and settings in tiempany screenFor companies requiring DCAA
compliance, note the following option.

@Company ]EHE!
@ = K X

Help Print  Tools Save Close

General = Licenses Howdol? «

Name: BQE Software, Inc. : .
Main Service Tax:

Address: 2601 Aiport Drive E .
il Main Expense Tax:
City: Tomance State: CA [I] o
Zip: 90505- Country: USA
FY Begin Date:
Phone: | (310)-602-4010 Fax: {-- 0 Jarvay @~
E- Mail: abc@bge.com EY End Date:

Web: www bge.com 31 December  [G)+

Tax ID: - Employer ID: - Closing Date:
12/31/2010 (B~
Custom 1: Enter custom data here... Logo:
Custom 2: Custom 3:
Custom 4: Custom 5:

Value displays on invoices

Message on Thank you for choosing BillQuick! -
Invoices:

:

Setting/Option Description Where
Implemented
® Closing Date Enter a closing date for the last accounting period. This prevents |CompanyGeneral
untimely editing of data in BillQuick after the financial year closing

Employee Profile

Employees and vendors (e.g., consultants,daddent contractors) can be sep and assigned login
privileges to record hours worked (and other task3dh the Employeeor Vendorscreers (View menu)
you should consider the settings below. Thestings take precedence over t#obal Settings and
User Preferences.

DCAA Compliance Setup Guide 2010.1 Page9



Compliance Setup

Setting/Option

Description

Where
Implemented

® BillQuick User

Check toassign a license so the employee can log into BillQéitie
employee wilkemotely capture time using Web Sufteowser or
smart phone), assign a license ba Product Licensing and User
Management Console.

EmployeeGeneral

® submit To

Selectto whom employee shouldsubmit their time entriegor review
and approul If your company has a chain of approvers, this ifirste
person in the chain.

EmployeeGeneral

® Security

Select a standard security template for the employi@ecreate or
modify a templatesee theSecuritysection.

EmployeeGeneral

® Bill Rate
Cost Rate

Enter the default bill rate and cost rate for tbployee Pay Rate an
Overhead Multiplier combine for the Cost Ralzefault rates aret
the lowest level of BillQu ¢ RdesHierarchy

EmployeeRate

@ Employee

Standard Hour$ Per

Day/Week

Enter the number of houremployees work per day and per week.
(These carry from thé&lobal Settingkor new employee records.)

If youturn on theAutomatic Overtimeand Comp Time features
BillQuick determinewhen all orapart of a time atry (entered on the
Sheet View screen) avertimeor comptime. It applies theOT Bill

Rate andCost Rate (default or special ratdd overtime hours. Comp

time isaccumulatedis nkedhours

EmployeeDetalil
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